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Finding bad actors without looking at content



Columbia Network Environment

ÅLarge research university

ÅDecentralized management structure

ÅOver 250,000 network nodes

ÅOver 100,000 MAC addresses active on average

ÅDecentralized computer support

ÅNo sniffing traffic or scanning machines allowed

ÅάCǊŜŜ [ƻǾŜέ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴƳŜƴǘǎ

ÅNo university wide, corporate like, firewalls

ÅApproximately 120,000 active email addresses
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²Ƙŀǘ ƛǎ άCǊŜŜ [ƻǾŜέ

ÅFrom http://www.educause.edu/ir/library/pdf/erm0266.pdf
άCǊŜŜ [ƻǾŜέ ŀƴŘ {ŜŎǳǊŜŘ {ŜǊǾƛŎŜǎΣ ōȅ VaceKundakci

άCǊŜŜ ƭƻǾŜέ ŀƭƭƻǿŜŘ ŀƭƭ ŎƻƳǇǳǘŜǊǎΣ ǿƘŜǘƘŜǊ ǇǳōƭƛŎ 
or private, wired or wireless, in residence halls, at 
the libraries, in faculty and staff offices, or 
anywhere else on campus to connect directly to 
the network, and thereby to the world, without 
further ado.
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The Columbia Model - Assumptions

ÅThere is no such thing as perfect security
ÅThere are more bad guys outside the University 

than inside
Å¢ŜƭƭƛƴƎ ǇŜƻǇƭŜ ǿƘŀǘ ǘƘŜȅ ŎŀƴΩǘ Řƻ ŀǘ /ƻƭǳƳōƛŀ ƛǎ 

hard
ÅWe have big network pipes and lots of fast 

hardware
ÅWe own the campus network
ÅSecurity in layers works
ÅWe believe in privacy

Copyright (c) 2019 The Trustees of 
Columbia University in the City of New York

5



The Columbia Model - Philosophy

ÅA security system that can protect the rest of 
the world from Columbia University will also 
protect Columbia from the rest of the world

ÅWe may have some control over the attackers, 
when they are the machines on our campus

ÅColumbia uses a ZERO-TRUST model 
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What is PaIRS?

PaIRSconsists of two separate parts

ÅPoint of contact
ïA database that contains the person or persons 

responsible for a range of IP addresses or domain 
in the columbia.edu realm

ÅIncident Response System
ïA system that monitors all data flows to and from 

the Internet and processes them looking for 
patterns that represent incoming or outgoing 
attacks
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Why is POC needed

ÅIn a decentralized environment, different IT 
organizations own groups of assets.

ÅWhen evidence of a compromised machine is 
detected, you need to contact the right IT 
organization
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POC Management
ÅIPs are either managed by departments or 

Free Love

ÅContacts can be associated with multiple 
departments

ÅContact information is compared against LDAP 
nightly ςa title or dept change generates alert

ÅDepartments can have central contact email 
plus a list of contacts

ÅDepartments are defined by a list of CIDR 
blocks or domain
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POC Database 
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Sample POC Record
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Incident Response System

ÅBased totally on Netflowςwe do not look at 
packet content by policy

ÅBayesian in nature
ïBayesian inferenceis statistical inferencein which 

evidence or observations are used to update or to 
newly infer the probabilitythat a hypothesis may be 
true. Wikipedia

ÅEach flow is attributed to a IP address and then 
scored based on various behavior attributes

ÅReport Tolerance: 3         Capture Tolerance: 10 
Current Equation: y = A + ( C * ( D + log base B x )) 
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A=0, B=2, C=1, D=0
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List of behaviors
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FORM USED TO ADD NEW BEHAVIORS
AND

IGNORE (WHITE LIST) OF MACHINES
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