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Point of contact and Incident
Response System

Finding bad actors without looking at content



Columbia Network Environment

A Large research university

A Decentralized management structure

A Over 250,000 network nodes

A Over 100,000 MAC addresses active on average
A Decentralized computer support

A No sniffing traffic or scanning machines allowed
AGCNBES [20S¢ Lt | RRNbaa
A No university wide, corporate like, firewalls

A Approximately 120,000 active email addresses
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or private, wired or wireless, in residence halls, at
the libraries, in faculty and staff offices, or
anywhere else on campus to connect directly to
the network, and thereby to the world, without
further ado.


http://www.educause.edu/ir/library/pdf/erm0266.pdf
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The Columbia ModelAssumptions

A There is no such thing as perfect security

A There are more bad guys outside the University
than inside

AcStfAYy3a LIS2LIX S gKI U OK
hard

A We have big network pipes and lots of fast
hardware

A We own the campus network
A Security in layers works
A We believe in privacy



The Columbia ModelPhilosophy

A A security system that can protect the rest of
the world from Columbia University will also
protect Columbia from the rest of the world

A We may have some control over the attackers,
when they are the machines on our campus

A Columbia uses a ZER®UST model




What isPalR3

PalR&onsists of two separate parts

A Point of contact

I A database that contains the person or persons
responsible for a range of IP addresses or domain
In the columbia.edu realm

A Incident Response System

I A system that monitors all data flows to and from
the Internet and processes them looking for
patterns that represent incoming or outgoing
attacks




Why I1s POC needed

A In a decentralized environment, different IT
organizations own groups of assets.

A When evidence of a compromised machine is
detected, you need to contact the right IT
organization



POC Management

A IPs are either managed by departments or
Free Love

A Contacts can be associated with multiple
departments

A Contact information is compared against LDAJ
nightly ¢ a title or dept change generates alert

A Departments can have central contact email
plus a list of contacts

A Departments are defined by a list of CIDR
blocks or domain




POC Database

net.
WIMO0IS

Search Departments/Machines

IP/Domain/Dept | | [ Search ]

Add a New Contact

Email |

UNT ||

|
|
Full Mame | |
|

Phone |

Add Contact

Add a New Organization

Orglp || |

Qrgiame | |

Alias | |
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ample POC Recor

net

Search Results for 'gsb.columbia.edu’

QrglD asb
argMame: Graduate School of Business
DomainName: gsb.columbia.edu

Alias: wclaven.gsb.columbia.edu
CIDR: 128.59.42.64/26
CIDR: 128.59.83.0/24
CIDR: 128.59.172.0/24
CIDR: 128.59.205.0/24
CIDR: 128.59.215.0/24
CIDR: 128.59.218.0/24
CIDR: 128.59.190.0/24
CIDR: 128.59.201.0/24
CIDR: 128.59.211.0/24
CIDR: 128.59.219.0/24
CIDR: 128.59.132.0/24
CIDR: 128.59.84.0/24
CIDR: 128.59.199.0/24

PoC Type: general

PoC Email: P columbia.edu

PoC Name: g

PoC UNI; il

PoC Phone: MS g
PoC RecordCreated: 14-NOV-08
PoC RecordModified: 14-NOV-08
PalC OrgsBelongsTo: asb

Edit this POC



Incident Response System

A Based totally ofNetflow ¢ we do not look at
packet content by policy

A Bayesian in nature

| Bayesian inferencés statistical inferencen which
evidence or observations are used to update or to
newly infer theprobabilitythat a hypothesis may be
true. wikipedia
A Each flow is attributed to a IP address and then

scored based on various behavior attributes

A Report Tolerance: 3 Capture Tolerance: 10
Current Equation:y=A+ (C *( D + log base B x



http://en.wikipedia.org/wiki/Statistical_inference
http://en.wikipedia.org/wiki/Probability

A=0, B=2, C=1, D=0
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List of behaviors



i

Report Toleramce: 3

Sumo Legic Capiure Toferarcz: 10
Cument Equation: y=A+ (C* [ D +logbaseB8x]))
GLLP AlSB D Short Long Direction
SCLag 10000t 0 5 0 Madine is awmﬁmﬁmm ctier systems Tris mackine is attempEing to make connections to remats systems ca TCP port 10000, which is dicative of an attempted exploit in Verdias Bzdap Server ACTIVE
GULPPousce ‘
PollerPrunce srci0is 2 s a Machine is attemptirg to connect to 3 range of This machine is making numercus requests o Univeristy routers to connect to non-routable IP addresses. This behavior is seen in warms sttempting to infect an e
PonHitore - noe-reutabe 1P addresses as defined in RFC 1213 ntzmal nehsork once the perimeter has besn breached.
Maching iz 2emoting to maks contall with 2 This maching is attemos . Y = ; 2 z 3
: =mpticg to connect 10 a krown command and control node that 5as been disatles by its ISP via DNS. This mezns that not only is the madhing
ml . Dotz | 21 2 1 | ool “‘“"‘;{“9&;" S o et iefactzd oy 2 bot, But s most Fkely very vulnerabie = terms of seng rfected by amother ACTIVE
MasiCaprure 139%kp 2 s a Machine is attzmpiirg to connedt to other systems This machine is attempting to connzct to remote systems on TCP port 139, which is indicative of 3 morm 2emrpting to explot vanioes fle sharing and NetBICS s
s = o6 TCP gort 133 vulnerabiiies in Microsolt Windows. :
L 5000t I 0 s a ‘ Machine is attzmpiing to connect o ctfer systems | This maching has made mulsle attempts to an extema madhine on TCP port 000, This & mdicztve of the presence of several different Trofans and coudd mdicatz ae ACTIVE I
PATRSpase! oa TCP port 5000 #temat to explot 2 Microsoft Universz! Plug 2nd Play valnerzhiity. |
éuncd)li Welchia Bin o s 2 Machine is 2ttempting 1o loczte vuineratie This machine is attempting to assess whether or not other machines can be infected by it using very sceciic ICNP padksts best known for their use By severd Welchiz IACTIVE
TepSecret o machnes in ths marner of the Weldhia worms W varianis.
S I 0 s a ‘ Machire 15 2tiempting to spread the SOL Sammer | This maching is anparenty infected by the SOL Slammer morm o 3 Close variznt, 25 tis attempiing to infect oifer machines with this worm. This traffic mil e sezn o0 e
TegSMT? Slammer worm UDP port 1434, -
TegHTTP Machine is attzmpiirg to connect to cther systems This machine is Zitemeting to contact remate systems on TCP port $2, which is indicative of 2n 2ttempted expio®t of the Assodation Context VWlserzhiity in the
42t D 5 ) ACTIVE
%M ? o0 TCP port 42 vcroseft WINS service. 3
TpkIP I oy : controt Tris mackine has been connecting $o 2 known command and control node. & command and <oolrof node is 2 server which rurs spedal chat softsare for infected
o Telowt Q3 0 2 1 Hact:‘r;:s:;d mal'l;;efxnn;a' m’:;“;& machines £ connect o to receive commands 2nd returs information. Common commaeds indude attacking other machines, attempting to fect others, sending spam, ACTIVE
Ao refnigving stored pesswords ant license keys, and recording keystrokes.
im CUDMRKNET | D & a Machine appears to be scanning for other This machine Fas attempted muitiple conmections to 1P zddresses that zre assigned 0 the Lniversity but are ntenticealy ket cut of use. Typical oonmections of this s
| = vurerabie systems on the Universiy netmork type are scans for Windows vulnerabidiss in the case of retwork worms 2nd brute force password 2ttemets, or diciznary afiacks, on SSE telnet, or FTP semars,
2Nt s | w a Machine is attzmpting to connect to other systems | This machine has made multiple attempts to an 2xtemal machine on port 21, tynicaly reserved for FTP service. The paftem of atiempis indicate 2n attemet to perform o
- on part 21 a3 orute force or dctionary passwors attack 2ganst 2n FTP server, [ you Pave no knowledos of this actiity, this indicztes 2 botted machine 2coepting remote contro -
Machive i i . : This machine Fas made maitiple Jtemets to an exerd machine o0 TCP port 22, typically reserved for SSH service. The pattem of ttemets ndicate an attempt to
priiied 2 5 2 2 i itempking Lo conmect £ ey perform 2 brute force or dictionary passmond 20ack apinst & 554 server I vou have no knowledge of this activity, this indcates 2 totted machine accepting remate ACTIVE
oa TCP port 22
> cookrol.
Machine ; s This machine has made multiple Zttewots o 2n extermal machine oo TCP port 23, typically ressrves for insecure teinet senvice, The paiemn of sttevpts indcate 2n
3%p 2 5 B} ‘ esamm;qvgmnutnuters;sta - attemat to perfoem 2 brute force or dictionary password attack zganst 3 telnst server I vou have mo imowdedge of this activity, this indicates 2 bottzd machine ACINE
20cepting remote control
6657t 0 s a Machine is attzmpiing to oonnect to cther systems This machirs is emoting to connact to remoke Systems o TCP port 557, 3 port typicaly reservad for connsctions to Intemet Relay Chat servers. This is suspicows s
? on TCP port 6557 due to the encurmous rumber of bots that make use of IRC to issue commands and receive reports from infected machines.
™ 5 || T el Gl iy ety This machine has been abserved SNP scarming macines ca the network on UDP port 161. This may be the result of misconfiqured riner sofbeare (osually WPl or |,
San TRESCORI0T epagla';ﬁm . g mzy bz caused by 3 trofan scanner Hlease chack vour software configurztion and reconfigure ¥ that & the probiem. Otherwiss treat this as 2 compromised system. :
1433t 0 5 0 ‘ Machine s aﬁanﬁ;omm clfer systems This machee is 2izempting to connact 1o 2ther systems on TOP port 1233, which & indicative of 20 attemzted expioit of 2 vuleralilty in Mhoosoft SOL Server ACTIVE
csHSean 50 a Machine is attempting to brezk into 3 Coumbia IT | This machine has been zbserved mzking numerous sttemets o guess passwords on 2 senver maintaimed oy Cofumbia University IT via 554, SCP, or SFTP. Attempting to s
server via 554 break inta 2 Coumbia system is 3 sericus paolicy viddztbon. IF you have net Zone so, this mackine has beer hijacked by 2 mdicious uses 2
I Mzchine is 2 command and cortrol node and s This maching is being us2d mazlicously 25 2 command 2nd control node for 3 bot network. This machine is responsle for sending structions to countless infected
3 Hosted 23| 10 0 ‘ ACTIVE
| beng used to control infected machines machines and receiving 4ata from them. This puts the eser of s machine in serious dasger of privacy compromise or legal liabdity. i
swpatd | 10 | 1 a Machine i attempting to gain unauthorized access This machire hzs Been observes making numerous attempts to brezk i £o 3 router or sedtch mainizined by Columbia Usiversity IT. Atfempting to brezk nto 3 aoE
ta a CU switch or roster Columbia system is a serous policy wiolztion. If you have not deone o, this machine has been hijzcked by = malicous user
000/t I 4 s a ‘ Machice is scamning for enprotectes X-Windows This machine Faz been cbserved looking for systems with nunning X-WincZows servers that have not been secured 204 ozsning nudl sessions for the purpose of key e
semiers Iogging -
8t D 5 Q This machine has been bserved comeedting to an This machine has been cbserved conrecting T an enorypted Dotnet conirol port. ACTIVE
enarypted botnet control port
e o[ 5 0 This machine is scaneing for Back Orifice Tris machine is scanning for Back Orifice ACTIVE
5800t | ] 5 2 Tris machine is mm"gnf: sum)sndled ReafVIC This machine is scanning for unpatched ReaVNC madhines ACTIVE
gate | 1] 0 ol Trisisatest This & caly a test. 2dding IRACTIVE
Spamist | 5 | 10 2 [P adirzss is fisted in a spamamer Hockdist. . ching’s 1P address is fisted 1 3 spammer biocHist such as Spamhaus or the CBL. AGIVE
y This machine showed up na repibutis TTUSITTS Ul i . .
CHCwhitelist | 3 | 10 2 X : . X machinz showed up in 2 report bet is whitelisted as 3 mail server. ACTIVE
i whidsedasamaisever ~ | inhia | lnivarsityv in the Ciby n? News W\ﬂf
123 || 0 | 5 0 || Madhine looking for others mith gort cpen i 7" Machinz locking for ochers wh port ogen ACTIVE
| e TRl VA S ROy Oy I B ¥ eI




Zarndocess wiwl| s ‘ 9 ;“;‘;’;"d‘?mm mmterfeded&:éﬁ This machine zppzars 10 be infected by 2 Zerp Aocsss trofan Sased on destnatioo portand 12 ACTIVE
200t 0 3 3 ] Ws&ﬁﬁgémp:;ﬁ'moﬂ‘ﬂaﬁm The machine & attempting to correct to remote system on TCP port 5200, which is suggestive of an altempt to Sreak into a system running BasticSearch insecurely, ACTIVE
Ot 0 5 3 ‘ o | Hadﬁebmgg‘gmfmc&srsﬁans This machine & connecting to remote systems on TCP part 0. TCP port 0 is reserved, and should not Be used for Intemet commerication. ACTIVE
sspescan |l 0 || 5 )l o |l 8| Scannirg for machines rusning SS2P Creating 2 DOS #tack esing SS0° INACTIVE
BaEte o sl 3Ta] MIRIA Eotnet HIRIA Botret ACTIVE
rsapp o s|| 3 |o| Seemeefr m"m&m Protocal scanning for CPE WAN Mznagement Protocal (CWMP) devices. ACTIVE
¥ i ||| 4
15030/t ol s 3 0 || This mackine is scanning for AMT vulserablity This machine is scansing for ANT velnerahility ACTIVE
15023/t ] 5 3 9 This machine is scanning for AMT wulserabiity This machine is scanning for ANT vednerzhiity ACTIVE
1694t || 8 || 5 || 3 || 8 || Thicmadineis scanning for AMT vuleerablity This machine is scanzing for AMT velnerzbifty ACTIVE
16995 || 0 || 5 )| 3 || @ || Tris machine s scanning for AMT vulrerabiiity This machine is scaning for AMT vednerzhifty ACTIVE
8333t 0 5 3 2 EtzmalRocks stan Etemnalfocks scan ACTIVE
25t Ol 50 3 Hol MIRIA Eotnet NIRIA Sobeet ACTIVE
T‘Z"“? wiw| s ‘ 9 | Machive stempiing to do 2 zone transfer Machine attempting £ €0 3 200 trassfer ACTTVE
st |8 [ 5 3sl ¥iaoTi Rowter0S scan NikroTik Rauter0S scan ACTIVE
baddns ‘ 10 | 10 i 9 ‘ 5 | This machine is connedting to 2 makidous DHS This machine is connecting to a malicious DNS szrver which supgests infection by DNSchanger or a related Trojan. This is often a false positive if the maching is itsef 2 I ACTTVE
) Senver DNS server.
Erpatack ‘ 0 5 3 ‘ 5‘ Mathre 5 20emcting to cormect o cifersysizms | This maching has made moltipe attemats to an 2xiema machine on port 21, tvpicaly reserved for 777 service. The patiemn of 2femaots ndicats an 2emet o pedform IRCTIVE
] om port 21 2 brutz force or dcbonzry passwond attack 2ganst 2n FTP serven If you have no knowledge of this acivity, this indicztes 2 botted maching acceptng remote contol.
st || 0 s 3 |o Pt 2 et f‘f&":‘.‘“""““’“ams I Bort 2005 s used for invokistor Possitle 2 005 aitack aganet invekztar | ACTE
ONSauen ‘ 9 w0 5 ‘ 3 || This machine is afempting to obtzin [P addresses Tric machne s zitempting 1o oftzin P addrzsses for maldous hostnames from our DAS servers. This is fhely false posifive for ofher DNS servers, This befawiris A0TIVE
Y | for maidous mostnames from our DAS servers. common'y s2en with Mac 0S5 ¥ Javz Sachback trojan.
GO ENERENE Machine is fooking for Ketgear routers Machine is looking for Netgear routers ACTIVE
12174t ] 5 3 2 Scan for LAKDesk vulnerabifity Stan for LANDesk vulnerabiity ACTIVE
W{;ﬁ'j 7 0] oo This machin is an 2pes IS resiver This machiee is responding to DNS requests from mackines cutside of ts domain, ACTIVE
szl o || s 3o hd"’e'sm‘:’;g m‘“";?;"mm““s Tris machine is cornecting to remste systems on UDP port 523, which indicates an astemst o brute forcs eréry into the B¥C i= machins usieg TPMI. ACTIVE
2023/ uds o flsl 3ol Scannieg for ASUS rosters Scanning for ETPRO EXPLOIT Pessible Asus WRT LAY Backdoor Command Execulicn ACTIVE
1900 udo N ERE Scanning for machines rusning S502 Creating 2 DOS attack wsing SSOP INACTIVE
wdp |8 s 3]s m*"ma"i"‘m“glm“‘mm Scan foe machine runring QOTD to faunch DDOS 2hiack ACTVE
ot || 0 5] 3 2| Lozking for oper printers - wsad for panter spam Looking for open oriskers - used for printer spam ACTIVE
52855/t i} 5 3 2 MIRi4 Botnet MERIA Sobnet ACTIVE
s |0l sl 3o mm‘*ﬁ?"ﬁg for 5'95"‘5‘ This machine i scanning for Systems compromised with HadkersSzradise. ACTIVE
31337 ] 5 349 This machine is scaening for BackOrifice This machine is scanming for BackCrifice ACTIVE
= [ This machize is serding so much mail that it E < = . z
2t -3 5 3 ] appeass s he spamiiag This machine seems to be sending toc much mail traffic to an extemal reéfay. It appears to be spamming. ACTIVE
2857/t i} 5| 3 o | Tlisn;:edu'l': er sl m&hmﬁmwm This machine is scanning for machines listening on the defzuk Symantec Anti-Vires (E port ACTIVE
so%udp || 3 || 10 || 0 || 5 | This mackine i scanning for SIP cosnectices. This machire & scansing for SIP connedtions. ACTIVE
o5t || 3 10 0 0 ||  This machine is scanning for SIP connectioes. This machiee is saneing for S connedtions. ACTIVE
- Tris machme was reporied fo be convecting f0 2 . . . .
ChCreport 10 | 10 . ] 2 | kit d 26 host This machine mzs reported to Be connecting to 2 known command aed contral host, and is likely under remote contral. ACTIVE
| The Stom Worm variant creates a peer-to-peer
787/udp 2 5 3 ] netmork that operates on port 7871/UDP. This The Storm Worm vanant oreates 2 peer-to-peer network that coerates on port 7571/U0R AOVE
machine is losking for peers,
Comnections being sert to command 2nd contral m h@;@@ aF%mmgggrgi.H-e«zﬁs&mﬁmtﬁshﬁxcmﬁs&mﬁrdycfrep&smﬁhe?yspocfedmdsm
a 1"""9
BakScatter ‘ 835y 3 ‘ “ | mode with a request to terminate the connedtion - . ) T . 2 sogz itseif. ACINE
| i .10 e # 9 girmora UTnversily 11T UIe CIty U1 INEW TOTRK
et (0| 5|3 |0 W‘mﬁ%m;ﬁ;f’é“mw!  ii¥ine & oteoting I Ciect 10 eher Syevns o TCP pixt 3305, indicative of an attack on  MySQL server. | ACTIVE




52859/t ] 5 3 | 2 MIR1A Botnet MERIA Sobnet ACTIVE
[ This machine is scanming for systems X . 2 i e
327ENhg 0 ’ 5 3 0 compromised with HackersParadice. This machine is scanning for systems compromized with HatkersSaradize, ACTIVE
31337t 8 5 3 9 This machine & sczening for BackOrifice This machine is scanming for BackCriice ACTIVE
=3 2 | This machize is serding so much mail that it ; . =3 =
it e 3 5 : 3 ] appeais {6 be spariTing. This machine seems to be sending toc much mail traffic to an extemal reéfay. It appears to be spamming. ACTIVE
z I i ~ | This machine i scanning for machines fistening o0 ¢ . 5 5o 5 =
2057/t ] 5 3 9 the defauk Symantec Anti ¥ires CE port This machine is scanning for machines fistening on the defaukt Symantec Anti-Vines CE part ACTIVE
505%udp 310 o || 8] This mackine i scanning for SIP cosnectioss, This machire & scansing for SIP connections. ACTIVE
5053t 3 10 o [| @] This mackine is scanning for SIP copnectives. This machice is scansing for SI connections. ACTIVE
| P This machine was reported to be conmedting 0 2 . . . .
ChCreport 10! wl oo Eiosie cocmand s corlrel ek This machine was reported to be connedting to 2 known command aed contral host, and is likely under remote contral. ACTIVE
I The Storm Worm variant creates a peer-fo-peer
7871/udn 2 5 3 ] network that operates on gort 787L/U0R Tris The Storm Worm vanant oreates 2 peer-to-peer network that coerates on port 7571/U0R ACTIVE
| machine is losking for peers,
BackScatt 9 5 [ 3 3 ‘ Comnectioas Being sert to command 2nd confral This machne & ttemgting correction to 2 known command 2nd confral node. Homever & szems that this b2 congists entirzly of reglizs to likely spocfed stiads on A0TIVE
| || mode with 3 request to terminaie the connediion the nodz itseif.
mste [0 |5 3o ’ Wsmﬁ%“’;r&%‘“mmm[ Machin i athemoting to connzct to oeher systems on TCP part 3305, indicative of an attack on 3 MySQL server I ACTTE
143/tep N E 2 This machine is scarning for IMAP servers. This machine is scanning for IMAP servers. INACTIVE
Sstormmoem ofls|l 3ol Stermworm Test patern for Stormworm connection port ACTIVE
p2Scts7 3 b2i] ] 9 27 Cciet UDP Transmission This host hzs Zeen sending 27 Ocket UDP 2 or 2 ackst transmissions from the same sourcs port. ACTIVE
Dreppedane. || 3 I 0 I 0 o | Machine ttemgézd to connect to 2 CSC node but This machine s 2tiempting conredtion to 2 known command 2nd control node. Howerer, the traffic was dropped by cur routers. This could indicate that the Trafficis ACTIE
= I our routers dropped the trafic. spoofed.
| Machine apgears to be 2 Sormmoem node hosting ; . B i e oo
o 0w B s web coetent of 3 Sk e tum off Thsmadmemtmlyapp:arsmbeammwdam‘mnm?&@p:tmﬁ:.;:dmmxstobeﬂmgamd@cimmm.mm LoTE
Skype when not active. 9 i
1iift 3 5 0 0 Part 1115 2 sequrity vunerasifty for UNIXK Sort 111 is 3 security wulnerabiity for UNDI systems cue to the sumber of valnerzbiiities decoverad for e portmapser 2nd relztzd RPC servicss. ACTIVE
sisgude || 0 || 5| 3@ mdﬁesamingfwwstensl rennieg Trend Micro Wzchine szznning for systems runving Trend Micrs oroducts ACTIVE
sisste | 0 || 5 || 3 || o | Meceesanngi ST Tread Micro Wachine scanning for systems ruseing Trend Micro products ACTIVE
- This machine is scanning for machinzs nesing . - : 2 o -
2058/t ] 5 3 ] rhvscan REM oo Rebware servers This machine is scanning for machines running rivsczn NCM on Netware servers. ACTIVE
tyute || 3| 5| o [of = Poctiilsaseouity vunerhily for UNIK Sort 111 s 2 security vulnerabiity for UNDL systems due to the namber of velnerzbilities disoovered for the portmapger 2nd related REC services. ACTIVE
3389t ] 5319 Erute force scan for Windows RD? Brute force scan for Windows ROP ACTIVE
1053t 8]l 51 3 b Scanming for SOCKS prawy server Scznning for SOCKS proxy server ACTIVE
1025/t 0 i 3 i 3 5 i Machoe 5 zZewgting to cornect to other systzms Triz machne s 2itempting contadh to remote Systems on TCP port 1023, which s indicative of an ztiewcted expioit of 2 Mioroso® Windows RPC malformed messaps A0
| on TCP port 1025 buffer overfiow.
1025/udp ‘ 9 3 [ 3 g‘ Mathre 5 28emgting to cormect to oifer systems This maching is attempting contact to remote systems on UDP port 1025, which iz indicative of 20 attempied xglot of 2 Micossft Windows 2PC malfiormed message IRCTIVE
| ] on UD? pact 1025 buffer overfion.
135/t 0 i 5 | 3 5 i Machoe 5 zZewgting to cornect to other systzms This machine has made mu¥iple attempts to 2n extzrnal machine on TCP port 133, which indicates an attemot to expleit 3 velnerzbility in ¥Bcrosoft Windows. This ACTTVE
| on TC? port 135 machine & probably infectzd by cne or more worms.
1025/udp ‘ 9 3 [ 3 g‘ Mathre 5 28emgting to cornect to oifer systems This maching is attempting contact to remote systems on UDP port 1025, which iz indicative of 20 attempled gl of 2 Microssft Windows 2PC malormed message IRCTIVE
| ] on UDP pact 1026 buffer overfion.
2 i | i Machoe 5 zZewgting to cornect to other systzms This machine is attempting contact to remote systems on UDP port 1027, which is indicative of a0 attempted exploi of 2 Microsoft Windows RPC maliormed message
1027fude i} 3 3 9 INVCTIVE
| on UD2 poet 1027 buffer overfion.
a5t ‘ 9 5 [ 3 g‘ Mathre 5 2Semgting to cormect to oifer systems Triz machne 5 connecting fo remots systems on TCP port 445, which indcates an zhempted 2xpiolt of ons of many Miooso Wirdows vulnarztifties, notzbly the A0TIVE
| ] on TC2 port 445 LSASS yulnerability that was exploited by WanraCry, the Sasser worm 224 variants.
4000ude 0 i 5 i 3 5 i Machoe 5 zZewgting to cornect to other systzms Ths machre is Ztemetng to onnect to remate systems on UDP port 2000, which s the defzult commusicztions port for several Trofars 25 wel as botnets employrg ACTTE
i | ’ on UDS port 4000 ICQ for commenication.
8%t ‘ 9 5 [ 3 3 Mathre 5 28emgting to cormect To oifer sysiems Tric machine has bezn attempting to connact to remote Systems on TCP port 2338, which s indicative of an atiempt fo exglo® 2 wulserzbiity in rzdmiz s2rver 20TIVE

on TCP port 4899 L . Fstalatons,
S e S e ee s
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FORM USED TO ADD NEW BEHAVIOR
AND
IGNORE (WHITE LIST) OF MACHINES
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